CIENT

INSTITUTE

AUSTRALIA

STUDENT BRING YOUR OWN DEVICE (BYOD)
POLICY AND PROCEDURES

Policy Statement This policy and procedures support:

e TEQSA Higher Education Standards Framework (Threshold
Standards) 2021

e Standards of Registered Training Organisations 2015 (Standard 1
Clause 1.8)

Responsibility for Implementation | Chief Information Officer, Chief Operating Officer, Executive Dean,

Associate Deans, Course Co-ordinators, Senior Lecturers, Lecturers,

Head of Vocational Education, VET Course Co-ordinators, Trainers

and Assessors, HED Academic Staff and VET Teaching Staff

Compliance and Monitoring Academic Board, Audit and Risk Management Committee, Governing

Board.

1. Purpose

These Policy and Procedure govern the use of with use of Bring Your Own Devices (BYOD) on Kent campuses.

2. Scope & Application

These Policy and Procedures apply to all new and continuing Kent students from HED Trimester 2 2025 and
VET Term 2 2025.

3. Aim

These Policy and Procedures outline the requirements and responsibilities associated with use of Bring Your
Own Devices (BYODs) on Kent campuses to access learning materials and carry out classroom or independent
study activities and complete or partake in assessments on campus. They also stipulate provisions which Kent
will make for students who do not have an acceptable BYOD Device.

This policy should be read in conjunction with Kent’s:

- ICT Usage Policy and Procedures
- HED/VET Student Handbook

4. Definitions

BYOD Bring Your Own Device.

Acceptable BYOD Device A BYOD Device which meets the specifications outlined in Clause 6 of these
Policy and Procedures.

Kent User Credentials Logins provided by Kent in order to access Kent resources

Kent Network The Kent Provided network infrastructure, such as on campus WiFi

Malicious Software Software that may cause harm or damage to Kent or other IT resources
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5. Implementation of BYOD at Kent

Kent has implemented a Bring Your Own Device (BYOD) policy which requires students to utilise their own
approved device to engage in learning activities on campus from HED Trimester 2 2025 and VET Term 2 2025.

BYOD provides a number of advantages for student users including:

e Flexible working arrangements which allow students to take their own device with them and work in
their own time, outside the classroom.

e Remote access to learning resources

e Increased productivity and engagement as students have familiarity with their own device

e Personalized Learning as students can customize their devices to suite their own preferences.

Prospective students will be informed of the requirement to BYOD prior to accepting an offer to enrol at Kent.
Kent’s Offer of Admission / Student Enrolment Agreement will stipulate BYOD requirements.

At the time of application of this policy, continuing students will be provide with ample notice of Kent's

implementation of BYOD. A transition period will apply to continuing students to allow them to obtain
acceptable devices. During this period Kent will continue to provision devices to students on campus.

6. Specifications for Acceptable BYOD Devices

For general use on Campus Acceptable BYOD devices meet the following specifications:

Operating system Windows Mac OS
Windows 11 or higher. Mac 0S 15 or higher.

Please note, we do not recommend Apple Mac for
your studies, as not all software is compatible with
Mac OS. However, a Mac may be able to emulate
the Windows requirements noted.

Processor Intel based, no older than two years.
Recommend i5 or higher.

OS Language English.

RAM 8GB (16 recommended).

Hard Drive 500GB SSD (1TB recommended).

Battery life without using charge | Combined tutorial and lecture are 3hrs. Students may have multiple sessions in one day, so
the longest battery life possible is recommended.

Power and Charging Standard Australian power/plug (240V)

Display FHD or higher, at a size that suits the student’s requirements for weight and viewing area to
avoid eye strain.

Password protection / User Password protection is mandatory. A strong password of at least 8 characters with both upper

authentication and lower case, numbers and special characters is recommended

Automatic Device Lock Automatic screen lock after a maximum of 10min is required.

Keyboard Standard English US

Track pad/mouse Required.

Storage Additional storage hardware is at the student’s discretion. It is recommended students backup
their work regularly, either on hardware or the cloud as the student is responsible for any data
loss.

Audio Standard stereo audio required.

Camera / Webcam HD or higher webcam with microphone required.

Headphones Standard stereo audio required with microphone (optional).

Connectivity USB A or C (or extension hub), Wi-Fi
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| Other Peripherals | A sturdy carry case to protect the device is recommended. |

7. Use of BYOD in on Campus Assessments

Where students are required to bring their own devices for purposes of an assessment task, additional
requirements may be applied to BYOD devices such as:

e Exclusion of certain devices such as tablets or phones.

e Devices may need to be checked and approved by lecturer/technical staff before the exam to ensure
compliance with security and software requirements.

e Certain applications, such as Al tools, messaging, remote access, and screen-sharing tools, may need
to be uninstalled or disabled.

e External storage devices, including USB drives and external hard drives, may be restricted or
prohibited.

e Students are responsible for ensuring their devices function correctly, as technical support during the
exam may be limited.

e Devices must be fully charged before the exam, as power outlets may not be available.

Specific types of assessment may carry their own requirements. These will be stipulated in Assessment Briefs
and communicated to students prior to the assessment.

e Coding or Programming Assessments: Specific IDEs, compilers, or coding environments may be
mandated.

e Data Analysis Assessments: Students may need pre-installed datasets and analysis tools such as Excel,
Python, or R.

e Design or Multimedia Assessments: Required software (e.g., Adobe Creative Suite, AutoCAD,
Draw.lO, Figma) must be installed or enabled in advance.

e Group or Collaborative Assessments: Devices must support communication and collaboration tools
such as Microsoft Teams, Google Workspace or Zoom.

e Presentations: Compatibility with display or projection equipment may be required.

Any additional requirements for specific assessment types will be detailed in the Assessment Brief and
communicated before the assessment date.

8. Support for BYOD Users

The scope of support and resources for BYOD users will include:

- Asuitable wireless network within Kent campuses

- Desktop support to allow users to access the Kent Network and use their Kent credentials to access
Kent systems and learning resources on their own device.

- Support with accessing or downloading and installing software prescribed or provided by Kent for

purposes of engaging in teaching and learning activities associated with the student’s enrolled Kent

course.

Limited access to charging stations on campus (see specification requirements regarding battery life

without using charge)

Kent will provide support to BYOD in the following manner:
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i. Orientation

Upon commencing their studies at Kent, all students will receive a BYOD introduction as part of their
Orientation Session. Students should bring their BYOD device to Orientation as during the session, users will
be provided assistance to login into the Kent Network and use their Kent credentials to access Kent systems
and learning resources on their own device.

ii.  Online resources
Kent has a dedicated BYOD support page available via https://kent.edu.au/ITsupport. This page contains

essential information about how students can use their own devices to to login into the Kent Network and
use their Kent credentials to access Kent systems and learning resources.

iii.  Scheduled drop in sessions during study periods.

Students may attend a scheduled BYOD drop in session in person. Students must bring their BYOD device with
them to the session.

Available drop-in sessions will be shown in Kent's calendar of events published on Kent’'s webpage:
https://kent.edu.au/events/.

iv. By appointment (during and outside of scheduled study periods)

Students may book a personal BYOD drop in session by emailing Kent’s IT Support on ITHELP@kent.edu.au

9. Student Responsibilities
BYOD users are responsible for:

i Procuring an acceptable BYOD device and ensuring their BYOD meets the specifications under
the definition of “Acceptable BYOD Device” (refer to definitions above).

ii. Sourcing any required acceptable peripherals such as microphones, headphones or webcams to
undertake learning activities or assessments.

iii. Ensuring their BYOD device has adequate charge (or an external power supply) to span the
scheduled classroom and other on-campus activities on any given Campus visit.

iv. Ensuring an appropriate and current anti-virus is installed on their BYOD device.
V. Operating system and licencing installation and support.
vi. Maintaining their own BYOD device. This includes any servicing of the device, setting of

preferences within the device and downloading of software for the device. (Kent will provide
support with installation of software prescribed or provided by Kent for purposes of engaging in
teaching and learning activities associated with the student’s enrolled Kent course but not other
software).
vii. The security of their device and data security of any contents on the device. Students who bring
their device to Campus do will be responsible for any loss or damage to the device.
- Students must take adequate measures to prevent unauthorised use of their device
and access to the Kent network and Kent systems or software on their device by
a) ensuring the device requires a pin or login credentials
b) ensuring that a lock screen is enabled after a maximum of 10 minutes
of non-use
Students must not leave their device unattended or unsupervised on Campus.
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Students must implement any other measures prescribed in the Kent ICT Usage Policy

and Procedures.
viii. Data storage and back-up. Students must ensure they implement backup measures as Kent will
not be responsible for loss of data or consequences arising from loss of data on BYOD devices.
iX. Installing any software required for learning activities related to their course.
X. Where software, (other than open use software), is provided by Kent for purposes of completing

activities associated with a Unit or Course of study, removal of such software from the BYOD
device after the specified period of use expires. The specified period of use will be communicated
to the student by Kent and will usually span the duration of the Unit or Course of study.

Xi. Replacement of BYOD devices and peripherals.

Xii. Advising Kent IT Support (ITHELP@kent.edu.au) when they will have access to a BYOD device to
partake in on-campus activities that require access to BYOD devices. Students should advise Kent
as soon as practicable, no later than 24 hours prior to the scheduled learning activities so that an
alternate device may be provided by Kent.

10. Equity and Provisions for Students who do not have access to a BYOD device.

In considering equity principles and ensuring that all students have equal opportunities to satisfy the
requirements of their enrolled course Kent will make the following provisions:

i.  Short Term Device Loans:
- Kent will make available ample devices for occasional student use on campus.
- Short Term loans will be available to students who require a device for up to one day. Short team
loans will not be available to a student on a regular basis.
- Devices may be loaned form by dropping into the IT Service desk located on Level 1 of the Sydney
Campus and Level 10 of the Melbourne Campus.

ii. Long Term Device Loans:

Kent will make available devices for longer term use by a student.

Long Term Loans will be available to students who due to financial hardship or other circumstances
require access to a device for the duration of their enrolment in a course or unit.

Applications for Long Term Device Loans should be forwarded to the Student Services Manager for
approval, accompanied by an explanation of the student’s circumstances and supporting
documentation where relevant. Once approved by the Student Services Manager, the student will be
issued with a device by the IT and Facilities Unit for an agreed period of time.

jiii. Other support measures:

Kent may implement other suitable measures to assist students to acquire or attain access to an
acceptable BYOD device.

11. Records and Reporting

Student Services will maintain records of students who do not have access to their own Acceptable BYOD
Device to inform policy reviews in future.

The Chief Information Officer will report on BYOD implementation and use via the six-monthly IT and facilities
report to Academic Board and Governing Board.

Kent Institute Australia Pty. Ltd.
BYOD Policy and Procedures ABN 49003 577 302  CRICOS Code: 00161E RTO Code: 90458
Version 1 6 March 2025 Page 5 of 6 TEQSA Provider Number: PRV12051


mailto:ITHELP@kent.edu.au

Document Title: BYOD Policy and Procedures

Date Compiled: 6 March 2025 By: Executive Officer & Governance, Risk
and Compliance Manager

Due Date for Review: March 2026 Website Access Permission:
Public, Students and Students

Date Updated: Reviewed By:

Version Control Update (Current): Endorsed By:

V1 -6 March 2025 V1 - Academic Board 6 March 2025
Approved by:
V1 - Governing Board 2 April 2025

AMENDMENTS:

Kent Institute Australia Pty. Ltd.
BYOD Policy & Procedures ABN 49 003 577 302 CRICOS Code: 00161E  RTO Code: 90458
Version 1: 6 March 2025 Page 6 of 6 TEQSA Provider Number: PRV12051



